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EBICS is now a European standard
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Members of the EBICS Company (EBICS SC):
- Already widespread use

- Use in area-wide expansion

Outside the EBICS SC:
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Use by individual institutions

19.09.2023

*and beyond




Due to different previous systems and "cultures" in the individual EBICS countries, SIZ
there were differences in the (national) product solutions (customer and bank side)

Today, customers generally useV2.40r V2.5

V 3.0(.2) is very slow to arrive on the market.

However, the nationwide EBICS migration in Austria is based on V 3.0(.2)
In Germany, V 2.4. will be discontinued as of November 2023

V 2.5 is not used at all in France. As a supplement to the EBICS

procedure, real-time notifications (bank
Authentication to customer) can be integrated based on

and encryption WebSocket
Work on further development of EBICS
(V 4.0) started in June 2023

Technical process of
EBICS request
and response

Version(s) used
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Internal EBICS (administrative) order types
are clearly specified, but not all countries use all
options, and there is space for interpretation in the
specific use

Designation of
business transactions

Currently, the INI letter is still required
for CA certificates in France

Parameterization
and initialization

Mapping tables (1:1) help to
" migrate the old order
Use of CA certificates representation to BTF
for electronic signatures is mandatory in France.
Conclusion: Business customers with EBICS submission Bank-specific orders
contracts (accounts) in France must have a CA certificate — and Authorization are only standardized EBICS-wide as of V 3.0 (BTF concept).
can also use this in other countries (treated like self-signed (electronic V 2.4 | V2.5 with (country-specific) order types
certificate, but with expiration date check) signature) (CH, DE, AT) or file format parameters (FR only)

Distributed Electronic Signature (EDS)

is currently only used nationwide in Germany Special authorization concepts/release models (e.g. complementary signature)

Solvable via additional contract/implementation using EDS (DE),
customer-side consolidation, i.e. sending the file already with all required signatures (FR),
specification extension (AT migration V 3.0/H006, generally available as of V 4.0)

(mobile approval via EDS apps)



A few German specialties... SIZ

Uniform contracts with corporate customers

e Customer terms and conditions —
uniform in the German Banking Industry for all EBICS customers

« Due diligence of the customer, liability
« Security requirements for the EBICS client system

« Last revision for PSD2 as of 13 September 2019

& e The structure of the EBICS (submission-) contracts is
bank-specific but follows the same pattern
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« Variations result from different authorization concepts
(e.g. what does a limit refer to? How many signatures
are required for approval?) and, if applicable, supplementary agreements
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£ DZ BANK

Bedingungen fiir die Datenferniibertragung

Fassung: September 2019 (QUitig ab 14, September 2019)




... Mandatory requirements for banks to support SIZ
communication standards and rulebooks for banking formats...

* The Remote Data Transmission Agreement (“DFU-Abkommen”)
The German Banking Industry Committee (Deutsche Kreditwirtschaft - DK) — the umbrella organisation of the
leading German banking associations, has concluded the "Agreement on Remote Data Transmission between
Customer and Bank". It has been mandatory for DK institutions in corporate banking since 1995. [ .

Bank commitment to support e m
a specific EBICS version

Via three technical
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appendices, the agreement regulates the following: Transition times for support of older EBICS
versions: EBICS life cycle Anlage 3
L. or discontinuation/announcement of security der Schnittstellenspezifikation far die
» The customer-bank communication requirements: crypto life cycle O ediinsttut gemd DFU-ADKommen
Appendix 1: Current EBICS specification O AP E Spezifikaton der Datenformate* g
transactions: &
. . . . SEPA th Version 3.7 vom 05.04.2023 g
» Sending (push) real-time notifications to customers i glitg ab 19, November 2023 :
. . e . Final Version
Appendix 2 optional: Specification based on SCT Inst (bulk),

WSS with standardized JSON messages Bank comfmltment to support latest cross-border and high-value payments
ormat versions . .
* Account information:

» The structure of the data formats Transition periods for the acceptance of Account statement, payment status reports,

i old formats or completion according to credit notification, overview of direct debit
exchanged via EBICS older DK regulations: !

Appendix 3: All format standards used in DK, i.e. Format life cycle reversals...
» regulations of the "DE" scope  Many special cases:
in preparation: references to other scopes (e.g. CBPR+) Documentary credits, recalls, bank services
s = referencetothe BTFsto be used orthe (German) order type billing statements,

SEPA request to pay (bulk) - in preparation



SIZ
... Involving service data centers

e The SRZ process  (Involvement of intermediaries / third-party services)

« A company outsources its payment transactions (e.g. salary payments)
to a service data center ("Service-Rechenzentrum” = SRZ)
- The company is thus a client of the SRZ (which is multi-client capable)

« The SRZ delivers the payment transaction files for
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all clients collected in containers via EBICS to N . Credit institution
. . s . N \
central collection points (within the German Banking Industry) (\,@‘5 X e(o?f\ ,/’
. . .o \)
(transport only, i.e. signature classT). & ’00\0\\0\ ’

T : designatesa....
« From there, the container is split and [

redistributed to the account-holding banks
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Corporate customer

of the account-holding institute

Central collection point

« Order authorization is carried out
by the company itself
(via EBICS EDS or other authorisation procedure)

» The SRZ also often offers the service of collecting
and, if necessary, processing

. . . Contractual
electronic account information TN e
. . ’%& CAIRN relationship
forits clients S \\ "SRZ guidelines"
O’) o) \

6 SRZ |



More convenience and functionality for (EBICS) customers

Technical improvements

Orientation towards the future through crypto agility

EBICSV 4.0 —focus on security, customer requirements and performance

—timelines and first concrete results expected in early 2024 —

Subgroup

Digitalization of the onboarding of customers or new users
as well as more automation

"Digitalization & Automation"
Lead country: Germany

Faster and more targeted information flow to the customer Subgroup

"Improvements for communication
Lead country: Germany

Review of the EBICS schema:
Correction of deficiencies and improvements in the XML messages
as well as harmonization of country specifics

Subgroup "XML schema"
— Review and support —

) Lead country: Switzerland
Fewer "time-outs" for download requests

(transfer of large PDF and XML files in particularly)
and performance improvements

Subgroup
"Performance and technical aspects
Lead country: Switzerland

Subgroup "Security"
Lead country: Austria

The basic security framework of EBICS is currently too rigid —
the security procedures must be decoupled from the EBICS version.
Future-proof approaches and algorithms with respect to post quantum

Consideration of legal and regulatory requirements

as well as safety recommendations
7

Subgroup "Electronic signature compliance"

Lead country: France

« "Digital INI letter"
specification

* Automation of the
update of URLs and
host IDs

* “Notification Center”
based on WebSocket

» Development of push
use cases

Improvements/review of the
current schema

Integration of the new
requirements

Review of current measures
(especially segmentation) and
development of improvements

Negotiation of the best security
level at the beginning of an
EBICS session

Formulation of an EBICS-wide
minimum requirement

* Security at the endpoints and

media used; security review

SIZ
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Thank you for your
attention

Sabine Wenzel, SIZ GmbH

+49 (2 28) 44 95 —7392

Sabine.Wenzel@siz.de or: info@ebics.de
(technical secretariat of the EBICS SC)

www.siz.de



Sabine Wenzel

Head of the international EBICS WG (on behalf
of the EBICS SC), SIZ GmbH

™M sabine.wenzel@siz.de




Disclaimer

This material has been prepared by SIX Group Ltd, its subsidiaries, affiliates and/or their branches (together, “SIX") for the exclusive

use of the persons to whom SIX delivers this material. This material or any of its content is not to be construed as a binding agreement,
recommendation, investment advice, solicitation, invitation or offer to buy or sell financial information, products, solutions or services.
It is solely for information purposes and is subject to change without notice at any time. SIX is under no obligation to update, revise or
keep current the content of this material. No representation, warranty, guarantee or undertaking - express or implied - is or will be
given by SIX as to the accuracy, completeness, sufficiency, suitability or reliability of the content of this material. Neither SIX nor any

of its directors, officers, employees, representatives or agents accept any liability for any loss, damage or injury arising out of or in
relation to this material. This material is property of SIX and may not be printed, copied, reproduced, published, passed on, disclosed
or distributed in any form without the express prior written consent of SIX.

© 2023 SIX Group Ltd. All rights reserved.
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