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Key information for parties using Finance IPNet

Version: July 7, 2023 (Please disregard previous versions)

The following information is addressed to all institutions that currently consume SIX services via
Finance IPNet (MPLS). There is an acute need for action here:

1. Decommissioning of Finance IPNet
At the end of September 2024, SIX will decommission Finance IPNet as the gateway to its
infrastructure services. As a result all parties using Finance IPNet are required to take action
and migrate to an alternative gateway. See also News-item.
Please note: customers currently using an alternative gateway (e.g. Internet) do not need to
take action. Equally, services consumed via alternative gateways are not affected by the
decommissioning of Finance IPNet.

2. Identification of services consumed via Finance IPNet
Parties using Finance IPNet are encouraged to first and foremost analyse and identify which
services are currently consumed via Finance IPNet. A list of most services available via Finance
IPNet, including IPs, is provided in the appendix of this document (which can be used for e.g.
traffic analysis).
Note: if in doubt please first consult the list in the appendix, and then contact the service
management of the service in question.

3. Alternative gateways
SIX offers its customers multiple alternatives to the gateway Finance IPNet
a) SSFN (Secure Swiss Finance Network): This is the recommended gateway and can be used
by eligible parties. For more details please visit www.six-group.com/ssfn
b) Managed leased lines, (standard) leased line or P2P connections: These gateways are
provided on a case by case basis and dependent on service in question
c) Internet: Nearly all services are available via the internet

4. Suggested criteria to choose alternative gateway
Parties using Finance IPNet are encouraged to analyse the current usage of Finance IPNet, i.e.
for which services Finance IPNet is used, and to take into consideration future developments.
Further relevant decision criteria include
- the type of services to be consumed
- relevant and company individual security criteria (e.g. criticality, availability)
- eligibility to SSFN
- costs (setup and running)
- organisational structure
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5. Steps to set-up alternative gateway and consume services

Depending on the chosen alternative gateway, the setup differs. However, some generic steps

can be mentioned

a) Ifrequired: prepare / set-up alternative gateway and make it available in parallel (IP
addresses are not shared)”

b) Define first service with which to test the alternative gateway and gather necessary data to
access the service via the alternative gateway (e.g. via service management of the service)

¢) Perform necessary configuration changes to the service to consume the service via the
alternative gateway, beginning with the QA-instance (if available) and then the productive
instance. Repeat this step with all relevant services

6. Support provided by SIX
Please do not hesitate to contact us at via the contact form.
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Appendix

List of services available via Finance IPNet which need to be migrated by June 2024

Service Environment Finance IPNet Address Contact Service Management
SIC1 Test X1 153.46.132.3 and/or 153.46.132.5 SIC Operations Center
Test X2 153.46.132.4 T: +41 58 399 41 57
Test X1P & X2P 153.46.36.144 operations.sic@six-group.com
Production 153.46.132.1 and/or 153.46.132.2
euroSIC Test X1 & X2 153.46.36.143 SIC Operations Center
Test X1P & X2P 153.46.36.145 T: +41 58 399 41 57
Production 153.46.36.141 operations.sic@six-group.com
SECOM/TPA/SDX Production 193.5.79.17 webMAX servicedesk
(via webMAX Test 193.5.79.18 T: +41 58 399 48 48

solution or other
Interface solutions)

servicedesk@sisclear.com

List of most SIX-services available via Finance IPNet which need to be migrated by September 2024
Note: If a service is not listed please contact the service management of the respective service for
more information.

Service Environment Finance IPNet Address Contact Service Management
Bancomat Production 153.46.39.4 Cash Services
(ATM-2-Host) Test 153.46.39.1 T+4158 399 4012
bancomat@six-group.com
Monitoring Production 153.46.39.19 Cash Services
(ATM-2-Argos by mpzhwlgsft22.sn.six-group.net T +4158 399 4012
SIX) Test 153.46.30.8 bancomat@six-group.com
mizhwlgsft02.internal.six-group.net
Monitoring Production 153.46.37.231 Cash Services
(User Interface for web-saml.fip.six-payment-services.com T+4158 399 .401 2
Access via SAML2-  Test 153.46.37.141 bancomat@six-group.com
Certificate) web-saml-etu.np.fip.six-payment-
services.com
ATM Online Production 153.46.37.231 Cash Services
(User Interface for web-saml.fip.six-payment-services.com T+4158 399 _401 2
Access via SAML2-  Test 153.46.37.141 bancomat@six-group.com
Certificate) web-saml-etu.np.fip.six-payment-
services.com
Debol XML Production 153.46.37.199/debol2-xml/... Debit Services
Cardmanagement  Test-VPD 153.46.37.225/debol2-xml/... T+41 58 399 4012
Test-ETU 153.46.37.223/debol2-xml/... support.debit@six-group.com
Debol XML QR Production 153.46.37.199/token-service/... Debit Services

Token Service

xml.fip.six-payment-services.com/token-
service/...

T +41 58 399 4012
support.debit@six-group.com
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Test-VPD 153.46.37.225/token-service/...
xml-vpd.fip.six-payment-services.com/token-
service/...
Test-ETU 153.46.37.223/token-service/...
xml-etu.fip.six-payment-services.com/token-
service/...
OTIS / PIA-Link Test 153.46.132.34 and/or 153.46.124.166 Debit Services
Production 153.46.132.33 and/or 153.46.124.161 T+41 58 355 4012
support.debit@six-group.com
eBill Production 153.46.37.222 eBill und Direct Debit Support
(Bank-API) ebill-bankapi.fip.six-group.com T +41 58 399 4800
Test (XP) 153.46.37.216 support.billing-payments@six-
ebill-bankapi-xp.fip.six-group.com group.com
Test (XE) 153.46.37.136
ebill-bankapi-xe.fip.six-group.com
Terravis Production 153.46.37.196 Terravis Second Level Support
secure.terravis.ch T +41 58 399 44 99
Test 153.46.37.197 second-level@terravis.ch
test.terravis.ch
File Transfer Service Production 153.46.133.5 File Transfer Services
FTS ftsgate.ext.telekurs.com T: +41 58 399 47 20
ccfts@six-group.com
API-Gateway (e.g. Production 153.46.130.74 See service using the API
for bLink) api.fip.six-group.com Gateway
Test 153.46.130.75
api-etu.fip.six-group.com
SIXID Production 153.46.130.27 Client Support SIX Financial
iddprod2.tkflink.com Information Ltd
Test 153.46.130.29 T +41 58 399 5555
iddintegra.tkflink.com clientsupport.ch@six-financial-
information.com
apiD Production 153.46.130.5 Client Support SIX Financial
apidprod.tkflink.com Information Ltd
Test (Integra) 153.46.130.6 T +41 58 399 5555
apidintegra.tkflink.com clientsupport.ch@six-financial-
information.com
Valora Data Feed Production 153.46.130.18 Client Support SIX Financial
VDF Test 153.46.130.19 Information Ltd
T +41 58 399 5555
clientsupport.ch@six-financial-
information.com
Financial Production 153.46.130.1 Client Support SIX Financial
Information www.tkflink.com Information Ltd
Test 153.46.130.7 T +41 58 399 5555

www.integra.tkflink.com

clientsupport.ch@six-financial-
information.com
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Financial Production 153.46.130.2 Client Support SIX Financial

Information ftp.tkflink.com Information Ltd

(File Transfer FTP) Test (Integra) 153.46.130.13 T +41 58 399 5555
ftpintegra.tkflink.com clientsupport.ch@six-financial-

information.com

Financial Production 153.46.130.26 Client Support SIX Financial

Information sftp.tkflink.com Information Ltd

(File Transfer SFTP)  Test (Integra) 153.46.130.66 T +41 58 399 5555
sftpintegra.tkflink.com clientsupport.ch@six-financial-

information.com
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