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Welcome

Dear reader,

Swiss banking has been around since the end of the 14th 
century. With the emergence of the modern banking 
system from 1850, our strengths – stability and security 
– have become ever more apparent. Today, in the 21st 

century, these strengths are more important than ever. 
Cybercrime is one of the biggest operational risks in 
our industry. In order to counter this risk, we need to 
join forces as the Swiss financial center. Collaboration 
is key. When it comes to cyber security, we must make 
no distinction between big and small organizations, 
between banks and insurance companies. We have to act 
together. And we must make sure that acting together 
is no empty phrase: SIX is ready to fully support the 
financial market players in their efforts.

The SIX Cyber Security Report clearly shows the 
potential of such collaboration. The fixed costs of cyber 
defense are high, we face an acute shortage of skilled 
professionals and there is a tendency for banks to not 
share enough information. SIX continuously invests in 
security in order to minimize cyber risks to our system-
critical infrastructures. With that investment, we already 
help banks and insurance companies to uphold their 
security promise to customers today. By presenting the 
SIX Cyber Security Report, we are hoping to stimulate 
better information exchange within the industry – in a 
similar way to our SIX Cyber Security Hub, a forum for 
the local cyber security community. You can read more 
about the Hub on page 8. Please do get in touch with us. 
We love discussing cyber security.

Happy reading!

Jos Dijsselhof
CEO SIX
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6 Executive Summary

Executive Summary

This report gives an overview of the Swiss financial ser-
vices industry’s exposure to cyber security threats.

To do this, the report focuses on two aspects. First, a 
comparison of Switzerland to its international neighbors 
with equally or more significant financial services indus-
tries. Second, a subdivision of the Swiss financial ser-
vices industry into different sectors and business-types 
to see where threats are concentrated and risks most 
pronounced.

The first part, labelled “Macro Analysis”, mainly draws 
on data gathered from open source intelligence. The  
second, “Micro Analysis”, uses primary evidence col-
lected from members of the SIX Cyber Security Hub. 

The report reveals that, over the last 12 months, the 
countries under review experienced consistent cyber-
attacks which explicitly targeted their financial services 
ecosystem. Furthermore, evidence shows that sophisti-
cated cybercriminal groups focus their attacks on spe-
cific companies within the industry. In other words, the 
majority of attacks by sophisticated groups are targeted.

Of these targeted attacks, the most notable examples 
originated from threat groups known to be based in 
North Korea or Russia. 

Looking at the incidents overall, both targeted and untar-
geted, our investigations conclude that these cyberattacks 
were achieved either via exploitation of exposed networks 
and unpatched vulnerabilities, or via widespread, nondis-
criminatory attacks. Out of all malware families, banking 
trojans, crypto miners and mobile malware continue to be 
the most popular for use among threat actors.

Zooming in on the specifics of the Swiss financial sector, 
the analysis shows that we can assign every organiza-
tion onto one of three tiers that characterize the threats 
they encounter. 

Starting from a tier with the smallest diversity of threats, 
each tier accumulates additional threats in direct relation 
with its activity profile on the financial market.

Overall, phishing threats cause the highest number of  
incidents, where it can also be observed that the amount 
of targeted phishing compared to untargeted phishing 
varies from tier to tier.

This report is authored by SIX, together with research 
inputs from Recorded Future.

Key Findings

–	� The financial services industry continues to be an  
attractive target for cybercriminals.

–	� The most notable types of threat actor to target the  
financial services industry are cybercriminals, motivated 
by profit, and state-sponsored entities, motivated to 
gain some sort of competitive advantage. 

–	� Of all malware families, banking trojans, crypto miners  
and mobile malware have had the most significant im-
pact on the financial services industry over the past 
year. 

–	� The majority of mentions on the Dark Web of target-
ing financial services organizations were attributable 
to just four platforms: Offensive Community, Raid  
Forums, Gaza Hacker Team Forum and Bits Hacking  
Forum. Threat actors operating on such platforms 
were found to vary in sophistication. 

–	� In 2018, incidents of data theft via Point of Sale (PoS) 
malware cost e-commerce organizations and online 
payment systems millions of dollars in financial loss, 
in addition to reputational damage. 

–	� Based on the current growth of the IoT, mobile and 
cloud computing markets, there will be a massive  
increase in the attack surface (the number of potential 
points of intrusion) for financial services organizations 
in the coming years. 

–	� The number of references to cyber events in the finan-
cial services industry has doubled over the last year. 
This is likely a result of the increased severity of mobile 
malware threats and accessibility of mobile malware 
samples for cybercriminals thanks to decreasing prices 
among underground sources.
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Contributors

The Cyber Security Report reflects our knowledge and 
expertise at SIX. It analyses and interprets SIX data as 
well as external events such as cyber attacks, security 
incidents and vulnerabilities. Because cyber security is 
a topic that, for the most part, is not limited to national 
borders, we have provided space for discussing cyber 
security in Switzerland alongside the rest of the world.

Contributors to the SIX Cyber Security Report 2019 
were:
–	� Recorded Future. Recorded Future is an Internet tech-

nology company specialising in real-time threat intelli-
gence. Recorded Future automatically organises open 
web, Dark Web, and technical sources for analysis so 
information security teams can stay ahead of cyber  
attacks.

–	� Members of the Cyber Security Hub by SIX.

Contributors

The Cyber Security Hub by SIX is a non-commercial 
platform that facilitates the constant exchange of  
cyber security information. It helps the cyber security 
community share experiences, learnings and knowl-
edge as well as vulnerability and attack information.

All Swiss banks and insurance companies that are 
FINMA-regulated are invited to participate. 

Become part of the Cyber Security Hub: 
www.six-group.com/cybersecurityhub










































