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1. Content 
This regulation shall govern the classification, reporting as well as the reporting process of security-related and 
operational breakdowns by the participants as part of the consent-as-a-service service for the bLink platform 
(hereinafter referred to as “CaaS”).  

  

2. Types of Breakdowns 
As the service provider of the CaaS service, SIX BBS Ltd (“SIX”) shall distinguish between two types of breakdowns: 
security-related and operational breakdowns. 

Security-related breakdowns shall include all breakdowns of CaaS, i.e. participants and/or SIX, which constitute a data 
security violation. Such breakdowns shall be treated in accordance with the SIX Security Event and Information 
Management and use existing information to identify security-related incidents or forensic analysis. 

Operational breakdowns shall include all breakdowns pertaining to the operation, functionality and availability of CaaS, 
i.e. participants and/or SIX. Such breakdowns shall be treated in accordance with the SIX IT Service Management and 
use existing information describing the functioning of the applications and infrastructure, the deviations from regular 
functioning as well as other information respectively, to identify the root cause of the breakdown. 

 

3. Breakdown Categories 

3.1 Security-Related Breakdowns (SIEM) 
Security-related breakdowns are classified in accordance with Table 1 below (page 5). The handling of breakdowns shall 
be categorized as follows: 

− Breakdowns classified as critical and serious shall be treated as major incident.  

− Breakdowns classified as severe shall be treated as a level 2 breakdown in accordance with the Service Level 
Agreement (Annex 3) of the Service Contract. 

− Breakdowns classified as minor shall be treated as a level 1 breakdown in accordance with the Service Level 
Agreement (Annex 3) of the Service Contract. 

− Breakdowns classified as negligible shall not be subject to the Service Level Agreement (Annex 3) of the Service 
Contract and shall serve as a measure for internal process control. 

 

3.2 Anomalies in Access Behavior 

SIX checks for anomalies in access behavior. The following provisions shall apply: 

1. Detection: SIX shall continuously examine the requests of the service users (24/7) for access irregularities. In 
particular, it shall check whether an request has been sent by a participant to SIX by means of a combination 
of identifying characteristics, which the participant had earlier reported to SIX (e.g. IP address, instance ID 
and/or certificate) or which SIX has independently registered (e.g. specific behavioral characteristics). Should 
it not be the case, an irregularity shall be stated. In the course of examination of the participants’ request for 
irregularities, SIX shall exercise customary care.  

2. Alerting/incident opening in the Security Operation Center (“SOC”) of SIX: Should SIX identify an irregularity 
as to the request of a participant, the event shall be recorded immediately and a more detailed examination 
of such irregularity shall be initiated in SOC (24/7) in accordance with the following Section 3.  
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3. Reaction: SIX shall immediately take appropriate measures to react to the irregularities as soon as possible 
in order to prevent any unauthorized access to data or otherwise jeopardize the security of the platform or 
the data exchange processed via it. SIX shall in particular: 

Case a:  Immediately prevent a user connection of the participant and block the instance ID/certificate of the 
user (certificate) if the identifying characteristics is used for requests from various unknown IP 
addresses and clarify with the participant within 15 minutes if they use the unknown IP addresses. 
As soon as the participant confirms that the IP addresses used are valid, the instance ID/certificate 
blocking shall be reversed and the IP addresses shall be recorded as part of the identifying 
characteristics. 

Case b:  Clarify with the participant within 15 minutes if they are using an unknown IP address if the 
identifying characteristics of the participant are being used for a request from such an unknown IP 
address. If the participant cannot be reached within these 15 minutes or if the participant confirms 
that they are not using the IP address used, SIX shall immediately preventively block the instance 
ID/certificate of the user (certificate). SIX shall further try to contact the participant. Should the 
participant confirm that the IP addresses used are valid, the instance ID/certificate blocking shall be 
reversed and the IP addresses shall be recorded as part of the identifying characteristics.  

SIX shall not process requests with a blocked certificate or requests with a blocked IP address any more. The participant 
may apply for an IP address to be unblocked or for its revoking to be canceled, should they later prove that they are 
still using the IP address. 

Should a certificate of a participant be blocked, the participants concerned shall be informed thereof in accordance 
with the Service Contract.
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Table 1: Levels of security-related breakdowns
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3.3 Operational Breakdowns (Incidents) 
In case of operational breakdowns, the impact of the breakdown and the urgency of breakdown removal shall be 
assessed. The impact shall be evaluated on the following 4-step scale: 

1– large-scale impact 

2 – significant/strong impact 

3 – moderate/limited impact 

4 – small/local impact 

The urgency shall also be evaluated on a 4-step scale (1 – serious, 2 – middle, 3 – high, 4 – critical). 

The combination of both values shall determine the priority of breakdown removal in accordance with  

Table 2 below. 

The handling of breakdowns shall be categorized as follows: 

– Breakdowns having the priority critical or high shall be treated as a major incident in accordance with the 
Service Level Agreement (Annex 3) of the Service Contract. 

– Breakdowns having the priority medium shall be treated as a level 2 breakdown in accordance with the Service 
Level Agreement (Annex 3) of the Service Contract. 

– Breakdowns having the priority low shall be treated as a level 1 breakdown in accordance with the Service Level 
Agreement (Annex 3) of the Service Contract. 

 

 
Table 2: Priority of operational breakdowns 
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4. Breakdown Reporting Process  

The breakdown reporting process relevant for the participants (part of incident management) is presented in the 
following Figure 1. 
 

 

Figure 1: Breakdown reporting process 

1. The participant shall report their problem to the SIX support team regardless of its scope and regardless of the 
support hours defined in the Service Level Agreement (Annex 3) of the Service Contract. 
Note: The process shall also be triggered in the event of breakdowns detected by the internal monitoring system 
of SIX. 

2. The participant’s report shall be forwarded to the support team by phone or e-mail. 

3. First of all, it shall be clarified whether the request was received during the support hours specified in the Service 
Level Agreement (Annex 3) of the Service Contract. Should the request be submitted outside the support hours, 
the steps in accordance with Sections 4 to 8 can be skipped. 

4. Should the request be submitted during the support hours, it shall be subsequently clarified whether it was 
submitted by a person authorized for support purposes. A detailed regulation on the authorization of persons for 
support purposes can be found in the Service Level Agreement (Annex 3, Chapter 4) of the Service Contract. Should 
it not be the case, the step in accordance with Section 6 shall apply directly. 

5. Should the request be submitted by an authorized person, the request shall be recorded and categorized. 
Subsequently, the request shall be processed in accordance with the internal process of SIX to remove breakdowns. 

6. Should the request be submitted by a person not authorized for support purposes, it shall not be processed. 

7. In this case, the support team shall inform the participant that the request cannot be processed due to lacking 
authorization. 

8. The participant shall receive a notification that their request could not be processed due to lacking authorization. 

9. Should the request of the participant be submitted outside the support hours, it shall automatically be forwarded 
to Organizational Change Management (“OCM”) or in case of a security-related breakdown to the SOC (part of the 
OCM). 
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10. Moreover, in case the request was submitted outside the support hours, it shall be clarified whether it was 
submitted by a person authorized for support purposes. Should it not be the case, the OCM/SOC shall take the 
steps in accordance with Sections 6 to 8 and inform the participant concerned. 

11. Should the request be submitted by a person authorized for support purposes, the OCM/SOC shall decide whether 
it pertains to a major incident or to a support request having no time-critical character. 

12. Should the request pertain to a major incident, it shall be treated in accordance with the process to remove 
breakdowns. 

13. Should the request to the OCM/SOC not pertain to a major incident and be submitted outside the support hours, 
it shall be returned to the support team that shall process it in accordance with the process documented in the 
Service Level Agreement (Annex 3) of the Service Contract on the following working day. 

 

5. Confidentiality 

Any breakdown reporting, descriptions and status shall be deemed confidential and shall not be disclosed to any third 
parties. Forwarding information among the participant’s organization within the “need-to-know principle” only.  

 

6. Reviewing of This Regulation 

SIX shall periodically review and evaluate the adequacy and effectiveness of the provisions specified in this regulation.  

Any changes to this regulation shall be subject to the provisions of the Service Contract.  

 

7. Escalation Mechanism 

The escalation mechanism in accordance with the Service Level Agreement (Annex 3) of the Service Contract shall 
apply.  

 

8. Effective Date 

The Incident Regulation shall come into effect on 1 November 2021. 
 


